
ID Shield Advanced Redaction  
for SharePoint

Secure. Protect. Collaborate. Share.
ID Shield for SharePoint removes sensitive content from documents for public record access or any  
document sharing process that involves non-disclosure of confidential information. ID Shield empowers 
enterprise-wide collaboration without the risk of identity theft or exposure of private content.

Extract Systems is a Microsoft Certified ISV Partner providing complimentary technologies
to help you get the most out of your SharePoint platform.

Empowers administrators with a more granular security tool to optimize
collaboration while protecting sensitive content

National Rule Set contains production-tested rules for more than  
20 sensitive data types. More than 1.5 Billion images processed

Designed to redact large quantities of archived records and daily processing  
of new documents 

Produces precise accuracy statistics for fully-automated, verification-based  
as well as hybrid redaction approaches to optimize workflow for each customer 

Handles all Microsoft document formats, including Outlook, Word and Excel  
as well as all common image formats: TIFF, PDF, GIF, JPG and PNG

•	 Collaborate without compromising data security

•	 Highly accurate, rules-based redaction

•	 Scalable and flexible

•	 Fully-automated, verification-based & hybrid workflows

•	 Supports all common image formats



Industry Solutions 

ID Shield has been selected by more than 400 business 
and government organizations to mitigate the risk of  
inadvertent disclosure of private information, and comply 
with State and Federal identity theft and information  
security laws such as the FOIA, HIPAA and Sarbanes  
Oxley Act.  

Public Sector 
Secure private information for online public record  
access and PCI compliance

Healthcare 
Protect PHI/PII and comply with HIPAA regulations

Insurance 
Electronically remove personal information within  
forms and applications

Title companies
Eliminate the risk of inadvertent disclosure of sensitive 
information within electronic closing documents

Product Features 

	•	Perform high-volume batch processing and/or  
		 decentralized on-the fly redaction

•	 Cloud-based and Redaction Service models

•	 “Folder watching” to automatically create batches of new  
		 items from multiple sources

•	 Extract’s proprietary National Rule Set™ is the most 		
		 extensive library of redaction rules currently available on 	
		 the market. These rules provide a substantial head start  
		 for the custom rule set we develop for each new  
		 customer.

•	 Legislation Guard™ - Extract offers two technology  
		 options to help public sector organizations proactively  
		 prepare for the possibility of future redaction mandates.

Technical Highlights 

	•	Built in the Microsoft Windows environment using  
		 the industry standard Component Object Model  
		 (COM), using numerous programming languages and  
		 libraries including C++, .NET, MFC, and ATL

•	 Industry-leading OCR tool utilizes a triple voting  
		 engine that processes characters using three different  
		 OCR algorithms and selects the best matching  
		 character by using an intelligent voting mechanism

•	 Image enhancement tools including de-speckle,  
		 de-skew and clean-up tools

•	 Fuzzy Text Search matches all approximate results for  
		 a word, name or number pattern

•	 ID Shield Statistics Reporter Tool – allows customers  
		 to independently calculate redaction accuracy

•	 Custom Reports - ID Shield supports 17 reports to 		
		 maximize processor utilization and minimize human  
		 management time and cost

Why Extract? 

Customers choose Extract because we offer more  
than OCR-driven solutions with standard document  
classification, limited data capture and forms  
processing. We start with the industry’s most  
comprehensive business rules designed to capture  
all data types within structured and unstructured  
documents. Then we customize every solution based  
on each customer’s business needs and documents.  
This formula delivers superior accuracy and ROI on  
the first day of implementation. 

Extract’s focus on providing outstanding service and 
satisfaction means that our success is defined by the 
success of our customers and partners. Our experienced 
development and support teams are locally based in 
Madison, Wisconsin and provide unmatched agility  
and turnaround.

Extract Systems
6418 Normandy Lane, Suite 200
Madison, WI 53719
Phone: 877-778-2543
www.extractsystems.com
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